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SPPA-T3000 is tailored to current and
future requirements of power and
heat generation processes. The system
has been developed using our deep
plant expertise and time-proven
standards — particularly adapted in
hardware, specific control algorithms
and concepts, unique closed and open
loop controls, and a huge
comprehensive function library.

SPRA-F3000-controlsystem|Power
That” s where our control system, our
project managers, and our engineers
really shine: For example, SPPA-
T3000 holds a huge number of
specific control logics by design for
power plant operation. Thereby
enabling us to extend the operating
range and optimize the operating

point. This way, we can keep our
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promises so you can keep yours.

BES-PewerPlantSelutions|-SPRA-

1
SPPA-T3000 opens up a world of
communication options. The system
supports common industry standards
as well as IEC and OPC standards.
Traditional control systems based on
proprietary protocols can be
connected to automation level or the
HMI. Users can also access individual
HTML or RDP applications directly in
the HMI.

SPPA-T3000 control system |

1
SPPA-T3000 is a reliable and easy-to-
use Distributed Control System that
can noticeably simplify daily work.
SPPA-T3000 Views at a glance

Operation All information available at
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a glance for reliable plant operation
Engineering Integrated engineering
for high-speed configuration and
modification 1&C Diagnostics Built-in
I&C Diagnostics with-

SPPA-T3000-Control-System—Fhe
Benchmark-in-Coentrols

system SPPA-T3000. When
modernizing the turbine control
system of smaller configurations,
when implementing new installations
of packages, or when performing
process optimization, power plant
operators benefit from the new
scalability capabilities. And for the
smallest ones, the new 4 in 1
hardware unit of the proven SPPA-
T3000 System, the cAApS3000
(Compact Automation and Application

labsilit for all ol
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sizes

Siemens power plant automation
solution offers a wide range of
products including SPPA-T3000
Control System, SPPA-D3000
Diagnostic Suite, SPPA-E3000 IEC
61580 Electrical Solutions, SPPA-
P3000 Process Optimization Software,
SPPA-M3000 Energy Management
Software, SPPA-R3000 Turbine
Controls and SPPA-S3000 Simulator,
which work together as an embedded
system.

. istril I
Control system

The SPPA-T3000 system is a modern,
Java-based design with system
software running on a redundant
Stratus server. Networking between
the controller and application server

is PROFINET and supports
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redundancy. The SIMATIC S-7
controllers, referred to as Automation
Servers, network to the field using
Profibus DP.

New-DCS-for-the Powertndustry;-the
Siermmens-SPRPA-13060

Experts discovered tens of flaws in the
Siemens SPPA-T3000 control systems
that could be exploited to attack fossil
and renewable power plants. Siemens
informed customers that the SPPA-
T3000 Application Server is affected
by 19 vulnerabilities and the SPAA-
T3000 MS3000 Migration Server is
impacted by 35 security issues.

| . I
and external systems — SPPA-T3000
is designed for the highest demands

on communication security and
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openness. It supports common
standards in industry communication,
as well as future-oriented IEC
standards. Traditional control systems
based on proprietary protocols can be
connected to the HMI, and individual
HTML or RDP applications can be

Sueeessstartsin-thecontrolreom
T3000 (SPPA — T3000) control
systems functionality in an easy and
understandable way. The only way to
demonstrate it was in a complex
virtual environment. Vattenfall AB
needed to demonstrate the
functionality and the different parts of
the SPPA-T3000 control system in a
more understandable way than was
available. The purpose of this project
was
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SPPA-T3000has been designed to
perform all power plant automation
tasks: turbine control, boiler control
including boiler protection, balance of
plant (BoP) and integration of third
party systems. Thereby SPPA-T3000
accommodates all types of power
plants and works with turbines and
generators of all other manufacturers
and with each OEM-System.

ctributed |
System

DCS ,logic,HMI,10,HARDWERE
,GRAPHICS

SemensDCS-SPRAT3000BASIC—-
YouTube

Siemens SPPA-T2000 Control System
(formerly Teleperm XP) Siemens SPPA-

T3000 Control System (For Electrical
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Power Generation Control) Siemens
PCS7 (process control system) for
Process Industries and Oil & Gas;
SiPass Security; SiVeillance Command
& Control; SPC Intrusion systems

. £ Si I iKived
The Siemens SPPA-T3000 distributed

control system, which is designed for
fossil and renewable power plants, is
affected by over 50 vulnerabilities,
including flaws that can be exploited
to disrupt electricity generation.

I oIt Si I
The process control system SPPA-
T2000 (Siemens Power Plant
Automation) is the continuation of the
well known process control system
named TELEPERM XP. By

introduction of the automation
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systems based on Simatic S7 the
system SPPA-T2000 is the
continuation of an approved
technology.

SPPA —T2000 - MECO
SPPA-T2000 (TELEPERM XP) with
SIMATIC S5 System Architecture OT
OT OT OT/ET OT/DT ET200M DP/AS-
i Link DP/PA OPC web-server
Terminal Bus OM External Network
Plant Bus Automation AP AP AP AP
SIMATIC S5 / S7 Aux. System
PROFIBUS-DP PROFIBUS-PA AS-
Interface SIM FUM FUM-F SIM-F Add
FEM ET200M APF APTAG-F IEC
60870 Modbus CM Actuator/ Control
Valve ...

SPPA-T2000-with-AP-based-on
SIMATC-S7 Release-8-1

The Siemens SPPA-T3000 DCS is a
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true “_ digital native” _system, custom-
built to deliver the operational and
cost advantages that come from
successful digitalization.

ital I
A distributed control system (DCS) is a
computerised control system for a
process or plant usually with many
control loops, in which autonomous
controllers are distributed throughout
the system, but there is no central
operator supervisory control. This is in
contrast to systems that use
centralized controllers; either discrete
controllers located at a central control
room or within a central ...

ictributed . iinedi

Implement mitigations described in

the SPPA-T3000 security manual.
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Restrictiaccess toithe Application
Highway using the SPPA-T3000
Firewall. External components should
only be connected to the SPPA-T3000
DMZ; no bridging of external
networks to either the Application or
Automation highways is allowed.
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